exception of the objective being statistical purposes, but in which personal data were not identifiable. The third number was also a prohibition, in this case the allocation of a single national number. This prohibition stems directly from the framework we mentioned in the introduction, political police in the second half of the twentieth century had a centralized reference file of individuals from which to create profiles, for which all information about citizens was compiled into a register with a single number. This centralization of information with a single indexer allowed these police officers (where PIDE and STASI could be given as examples) to create a very detailed profile of citizens, including details of their personal lives and their intimacy. The prohibition foreseen in the initial number two of Article 35 was not immune to this problem. These prohibitions still remain in the Constitution today.
With Constitutional Law 1/1982, of September 30, the first revision of Article 35 was carried out. The expression "mechanical records" in number one is replaced by another expression, in this case "computer records", is an update of denomination considering the new terminologies in use, fully respecting the intention of the initial legislator. A new number two is added and the old one becomes number three, this new number two establishes the prohibition of access by third parties to files with personal data and their possible interconnection. In regarding to the new number three he is the old number two and the old number three passes to the new number five, but with a significant change. This significant change to the new number five, formerly number three, now includes a ban on computer processing of data concerning philosophical convictions and party or union membership of citizens. This revision introduces a new number, in this case number four, to specify how to define the concept of personal data for computer records issues, that definition by imposition of this number will be defined by law. This change produced a very unique case in terms of constitutional legislative tradition: "If Article 35 is found in the range of Personal Rights, Freedoms and Guaranties, it will be understood that the regime imposed by Article 18 of the PRC on the legal force of IRFs, that is, they are directly applicable precepts. Nonetheless, this new paragraph 4 in referring to the law the definition of personal data made paragraph 2 of the same constitutional article dependent on the intervention of the ordinary legislator for its enforceability " [2] .
In this regard, the Constitutional Court decided to verify the unconstitutionality by omission of the legislative measure foreseen in number four of the thirty-fifth article of the Constitution, which according to that court was necessary to make the guarantee in number two of the same article feasible, Case 87-0298 and judgement No 89-182-P of 1 (2) of that Article; b) Inform the Republic Assembly of this verification. " [3] As far as the original number three is concerned, it goes on to number five, without alterations, and the text remains the same until today.
Constitutional Law No. 1/1989, of July 8, amended the main numbers of article 35 of the Portuguese Republic's Constitution and adds a new number, in this case number six. It is therefore a second constitutional revision. This revision brings the limit to number one, limiting the right of access to computer records in the case of state secrecy and secrecy of justice. There were no changes to numbers two and three. However, the scope of number four has been extended, including in this issue the definition of the concept of database and data bank, as well as the conditions of access, constitution and use of these by public and private entities. In this revision, a new paragraph 6 concerning the definition of the regime applicable to cross-border data flows is also introduced, establishing appropriate forms of protection of personal and other data.
Constitutional Law No. 1/1997, of September 20, made a last amendment of the constitutional text in Article 35. Number one now envisages a general authorization regarding the secrecy of the State and the secrecy of justice, with the purpose of the law being able to restrict the right in cases of access to personal data entered in computerized records, in the cases mentioned.
Numbers two and four change their sequence and undergo minor changes. "The alteration of order only gives greater sequential logic to the ordering of the precepts contained in the numbers resulting from successive revisions that did not always had this logical link at attention." [2] Regarding the content of the numbers, now number two adds to the text the existence of an independent entity [4] that will be responsible for data protection guarantees, this entity is currently the National Data Protection Commission. [5] With regard to number four, a general authorization for the legal restriction is added to exceptional cases legally established, the obligation to distinguish between database and data bank is also eliminated. Paragraph 3 now establishes a ban on the use of computing where there may be information about ethnic origin. The wording of number five remains the same.
The number six also suffers a change, guaranteeing free access to public computer networks by all citizens. This safeguard has a direct relation with Article 13 of the Portuguese Republic's Constitution, that is, with the question of equality.
In this constitutional amendment was added the number seven, extends to manual files has protection identical to computerized data. This amendment is justified by the extent to which the Constitution provides for the protection of personal data. [6] 
The Ordinary Law and Article 35 of the Portuguese Republic's Constitution
Since the first revision of the Constitution that Article 35 imposes on the legislator the definition of personal data, however this only occurred in 1991, through Law 10/91, of April 27. Law 10/91 of 27 April harmonized the principles of Convention 108 of the Council of Europe on the issue of data protection and automated processing of data. [7] Directive [4] This Law will also define how the treatment of sensitive data has to be done, through its article 7:
" [4] However, in the same article, but in paragraph 3, it makes an exception to paragraph 1 of that article:
The processing of the data referred to in paragraph 1 shall also be permitted where one of the following conditions is met: To be necessary to protect the vital interests of the data subject or another person and the data subject is physically or legally incapable of giving his or her consent; To be carried out, with the consent of the holder, by a non-profit-making foundation, association or non-profit-making body of a political, philosophical, religious or trade-union nature, within the scope of its legitimate activities, provided that treatment concerns only members of that body or persons with whom it maintains periodic contacts connected with its purposes, and that the data are not communicated to third parties without the consent of the owners;
To be related to data which are manifestly made public by the holder, provided that consent to the processing of those declarations can be legitimately deduced;
To be necessary for the declaration, exercise or defence of a right in judicial process and is carried out exclusively for that purpose.
Finally, in point 4 of Article 7 of Law No 67/98, the legislator is careful to specify separately the data concerning the health and sexual life of citizens, including genetic data, only necessary for the purposes of preventive medicine. [9] This Law, in its article 5, deals with aspects related to how the data should be treated, it is even in 1998, a truly innovative aspect in terms of constitutional legal systems, in some other country of the Western world such specificity about personal data and its treatment is contained in the Constitutions. Article Another innovative aspect of this law is the reference to "only for the period necessary for the pursuit of the purposes", that is to say, it limits the data storage in time, that in 1998, twenty years later, this rule will be included in the European proposal for the General Regulation on Data Protection (2018).
An important aspect is that of Law 67/98, to define very objectively what is the interconnection of data and to prohibit everything that is not legally foreseen, having to resort, in this case, to the National Data Protection Commission. According to this law the interconnection of personal data is: "form of processing consisting of the possibility of relating the data of a file with the data of a file or files held by another controller or others or held by the same controller for another purpose". [9] As regards the rights of the data subject, Law 67/98 unfolds these rights in four separate rights, Articles 10, 11, 12 and 13. The right to information (Article 10), is the consecration of what is stated in Article 35 (1) of the Constitution of the Portuguese Republic "right to know the purpose for which they are intended", the right of opposition can only be exercised if this right exists. The right of access (Article 11), the right to access data and to know them effectively and in full. The right of opposition (Article 12), here it is noted that the legislator sought to caution against prohibiting abuses in the use of personal data, is given the right to have the data updated and/ or rectified. The prohibition of automated individual decisions (Article 13), is a legislative interpretation of Article 35 of the Portuguese Republic's Constitution, deals with protection against risks of using information technology as a tool to limit fundamental principles.
This law also regulates the transfer of personal data outside the European Union (Articles 19 and 20) . On the other hand, it creates and regulates the National Data Protection Commission (articles 21 and 32), highlights the three main attributions: 1st, control and audit compliance with legal and regulatory provisions on the protection of personal data; 2, to issue opinions on legal provisions; 3rd, authorize and record the processing of personal data. Article 2 is complementary to Law 67/1998, in which the law will apply to the processing of personal data in the context of electronic communications networks and services accessible to the public, through Article 3, it broadens the application of "interests" subscribers who are legal persons to the extent that such protection is compatible with their nature.
[11] In article 2, a more objective definition of some concepts that are totally emerging in contemporary society and usually used in imprecise contexts is defined, so the concepts of "any connection established through a telephone service accessible to which allows real-time two-way communication " [2] , however, is justified by technological developments and the extension of concepts and abstractions in the field of information technologies, may be useful if the law is extended to innovative scientific areas, whose concepts are not in law and jurisprudence [2] .
This diploma also due to the new social and political context innovates in the field of the obligations of the service provider, which is a novelty. This is done through Article 3 of Law 41/2004. Faintly introducing the principles of self-regulation, which as it turned out do not work, so the future need for further regulation in this sector. This article establishes that there must be a principle of collaboration between companies providing electronic communications services, in order to guarantee the security of their services and of the network itself.
The guarantee of the confidentiality of communications, a subject of great public discussion, which becomes controversial with the public knowledge of what is done by the large state agencies of information and espionage, much due to information made public by people like WikiLeaks [12] and Edward Snowden [13] , who has documented that the National Security Agency (NSA) systematically collects all the information circulating on the networks, and collects the data in a "gross" and "blind" manner, violating all laws of The United States of America as well as international laws. Similar news also becomes public in relation to Russia, China and North Korea, so the public is becoming aware of issues of mass breaches of confidentiality. Consequently, there is some pressure, even if it is in media, to legislate for the protection of confidentiality. In this sense, Article 4 of Law 41/2004 guarantees the confidentiality of communications and imposes on companies providing network and electronic communications services to maintain security systems that guarantee the inviolability of communications and their traffic data [ 11] .
At a time when digital information is based on distributed computing and cloud computing, characterized by the fact that there is a geo-redundancy of all the information, which puts in question the possibility of a mathematically rigorous control of the information storage, because in distributed computing it is exceptionally difficult to control all information after it has been disseminated by all nodes or clusters. There is even an expression often used by technicians in the area of information technologies that is "... once on the Internet, forever on the Internet ..." which elucidates very well what happens to information in distributed computing systems. So, it is exceptionally difficult today to be able to track all the information stored on the Internet, and it is very difficult to know over time the physical location where this information is stored. For example, when you save a Microsoft Word file to a Cloud Computing system such as Microsoft's OneDrive just as you save the document, OneDrive automatically makes three copies of that document and delivers it to three Microsoft data centres scattered around the world, but if we pay to have a security redundancy called geo-redundancy, then every time a document is backed up to the Cloud Computing system, the same is replicated nine times and spread across multiple data centres.
In practice, we do not know where to store our document, and in case there is a failure of one of the data centres and the server cluster has to be partially removed it is possible that our document will be stored in the replaced set and the the exact notion of where all the auto copies of the documents are. So today, it is very difficult to ensure that the information owner knows exactly where their documents are, in case they use distributed computing systems or cloud computing systems. But Article 5 of Law No. 41/2004 imposes what in practice can be extremely difficult to achieve, or at least it will certainly be easy to violate this rule, which is only to allow the access or storage of information obtained through communications networks when two cumulative conditions are met: 1st -the prior information to the subscriber or user under the Data Protection Law; 2nd -the subscriber or user shall be entitled to refuse such processing. With regard to data storage specifically, it may be difficult to comply with this provision, you may already be easier on the access issue. It should also be noted that distributed computing systems can make automatic storage without information owners' knowledge, because this is the genesis of these systems and also because of the automation procedures for creating redundancy. On the other hand, it is important and even easier to implement the prohibition on the processing of location data, imposed by Article 7 of Law 41/2004.
III. Discussion
The General Regulation of Data Protection. European history of data protection begins shortly after World War II with the creation of the Council of Europe, which brought together 10 European countries with the aim of promoting the rule of law, democracy and human rights. In 1950, the European Convention on Human Rights was adopted, which entered into force in 1953 in the legal system of all signatory countries. In 1959, with the creation of the European Court of Human Rights, it was ensured that all States fulfilled their obligations, and it was up to the Court to consider complaints submitted by natural or legal persons or by States or non-governmental organizations. The right to the protection of personal data is one of the rights enshrined in the European Convention on Human Rights, in particular Article 8, which guarantees the right to respect for private and family life, home address and correspondence.
In 1981, as a consequence of the emergence in the 1960s of information technologies and the need for a set of resolutions on data protection, based on Article 8, in the following decade, Convention 108. This Convention applies to all processing of personal data by the public or private sector, including processing by police or judicial authorities, and is designed to protect citizens against abuses that may arise from the collection and processing of personal data. the cross-border flow of personal data. Also in Convention 108 are guarantees concerning sensitive personal data, such as race, political opinion, health, religious beliefs, sexual life or criminal record. Convention 108 was ratified by all Member States of the Council of Europe, and in 1999 it was amended to allow the European Union to join. It has 46 signatory States. As regards European Union law, its first legal instrument relating to data protection was Directive 95/46 / EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals with regard to the processing of personal data. which concerns the processing of personal data and the free movement of such data.
Regulation 45/2001 laid down rules for the protection of natural persons with regard to the processing of personal data by Community institutions and bodies, since the 1995 The Federal Regulation of Data Protection is only the culmination of all these intentions materialized and not materialized in the above-mentioned instruments. The General Data Protection Regulation is a European regulation, endorsed by the European Parliament and the European Council, which regards the protection of natural persons with regard to the processing of their personal data as a fundamental right regardless of their nationality or place of residence. to achieve an area of freedom, security and justice and an economic and social union in Europe. The Regulation seeks to harmonize and safeguard the fundamental rights and freedoms of natural persons, but also to ensure the free movement of personal data between the Member States of the European Union. A European regulation, unlike a directive, is of direct application in the legal system of the different States of the European Union, without having to be transposed into national law. It has a threefold objective: to harmonize legislation, consistency in the processing of personal data throughout the European area and legal certainty [14] .
The need for the European Union to legislate on personal data protection has resulted from a number of factors, such as the increase in cross-border flows and, as a consequence, increasing economic integration as a result of the creation of the single market as well as the result a growing exchange of data between the public and private sectors, continuous technological change.
IV. Conclusion
The Constitution of the Portuguese Republic through its article 35 was universally innovative, compared with other Constitutions, regarding the consecration of fundamental rights related to information technology and protection of personal data. It has been evolutionarily updated to keep up with changes in society and technology. When European laws emerge on this matter, it turns out that the essence that justified this legislative production has long been a concern mirrored in the Portuguese Republic's Constitution.
